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ABSTRACT

Two methodologies for efficient audiovisual data encryption are studied in this research, i.e. selective encryption
and MHT (multiple-Huffman-table). We first discuss benefits and limitations of selective encryption, and propose a
selective encryption scheme for ITU G.723.1 speech coding. A review of all cryptanalysis work of selective encryption
algorithms in the literature is given, our cryptanalysis for the JPEG/MPEG sign-bit encryption scheme is presented,
and two rules to determine whether selective encryption for a compression system is suitable are concluded. Then,
we investigate another encryption methodology via the manipulation of Huffman coding tables of multimedia coding
systems. The MHT scheme chooses several different Huffman tables from a vast number of possible candidates,
and uses them alternatively to encode multimedia data. The choice of Huffman tables and the order that they are
used are kept secret as the key. This method requires very little computational overhead, and can be applied to the
encryption of MPEG audio, MPEG video and JPEG/JPEG2000 images.
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1. INTRODUCTION

The rapid growth of multimedia processing technologies and the wide availability of network access enable many
powerful and creative new applications. Digital audiovisual contents can be created, edited, distributed, shared and
stored with convenience at a very low cost that has never been experienced before. On one hand, new technologies
help individuals to achieve better communications with one another, and facilitate artists to create artwork of the
multimedia format and distribute them to a wider range of people via the Internet. On the other hand, since
the emerging Internet is an open network which is vulnerable to eavesdropping, the fear that the multimedia data
transmitted through the Internet could be manipulated or stolen is inhibiting the progress of audiovisual Internet
applications. Internet telephony, Internet conferencing, Internet security camera and multimedia databases are a few
examples of promising audiovisual data applications that require confidentiality. The fast and effective multimedia
encryption technology is crucial for Internet multimedia applications to reach their full potential.

Conventional cryptography accomplishes confidentiality by encrypting binary data with symmetric ciphers and
exchanging keys with public-key encryption. They have been mainly developed for text data and under the as-
sumption that every bit of data in the bitstream is just as important as others. Although encrypting the whole
audiovisual data stream with cryptographic ciphers achieves maximum security, the large size of audiovisual data
requires a considerable amount of computation power. Since audiovisual data usually contain much lower infor-
mation value density (information value per data size) than alphanumeric data, enciphering schemes with a lower
computational cost is desired. Traditionally, practical solutions to audiovisual data confidentiality are scrambling
techniques, which are usually relatively simple permutations or affine transformations in the time or the frequency
domain. As the computing power available to the public increases exponentially, these scrambling algorithms become
vulnerable to attacks. Furthermore, scrambling the raw signal degrades the performance of multimedia compression
systems, which are designed based on the characteristics of unscrambled signal. Therefore, we need new methods for
audiovisual data confidentiality to achieve a high security level comparable to that of cryptographic ciphers while
maintaining a significantly lower computational cost at the same time.

Selective encryption is based on the principle that valuable information (i.e. the content) in audiovisual data is
not equally spread over every bit of the data. Usually, the content density of audiovisual data is much sparser and
more unevenly distributed than text data. The goal of audiovisual data protection should aim at protecting the
content of the data, not the binary bitstream itself. Faster algorithms can be developed by selectively encrypting
only some part of the bitstream. The encryption/decryption speed is especially critical because audiovisual data
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Figure 1. The diagram of the selective encryption scheme.

are very bulky and often require real-time processing. We propose a selective encryption scheme for ITU G.723.1
speech coding since there has been little selective encryption research for advanced speech compression systems in
the literature. Given that speech applications are a very important part of multimedia communication and database,
a fast and secure speech encryption scheme is certainly essential. We choose ITU G.723.1 over other speech coders
because it is currently the most widely used low bit-rate speech compression algorithm in network applications.

Selective encryption is conceptually straightforward but limited in its range of applications. We will summa-
rize all cryptanalysis work of selective encryption algorithms in the literature, including our cryptanalysis for the
JPEG/MPEG sign-bit encryption scheme. Based on all discussions in the field, we derive two rules-of-thumb to
determine whether selective encryption should be applied to a compression system. For systems that are not suitable
for selective encryption, we propose a novel audiovisual data encryption scheme based on using multiple entropy
coders.

This paper is organized as follows. The methodology, previous work and limitations of selective encryption are
examined in Section 2. A selective encryption scheme for ITU G.723.1 speech coding is proposed in Section 3.
The methodology and previous work of encryption via modifying entropy coding is discussed in Section 4. A novel
encryption scheme based on the use of multiple Huffman coding tables is presented in Section 5. Finally, concluding
remarks are provided in Section 6.

2. CONFIDENTIALITY FOR AUDIOVISUAL DATA VIA SELECTIVE ENCRYPTION

Most previous work on integrating encryption with audiovisual data compression to reduce overall computation cost
are focused on image/video data using some form of selective encryption. As shown in Figure 1, the basic concept
of selective encryption is to select the most important coefficients from either final results or intermediate steps of
a compression system, and then encrypt them with conventional cryptographic ciphers such as DES or IDEA. The
coefficients not selected are sent to the transmission channel (or storage media) with no encryption at all or only
with light-weight scrambling. In order to be effective, the selected portion must be closely tied with the intelligibility
of the particular host media, and its size must be significantly smaller than that of the whole data stream. Whether
a selective encryption method can be successfully built for a media compression system depends on the degree of
concentration of intelligibility in the compressed data.

Although selective encryption is conceptually straightforward and possesses obvious benefits, not all media types
and compression systems are suitable for this method. In this subsection, we will first present several unsuccessful
examples of using selective encryption for image/video data. Then, a rule-of-thumb for avoiding selective encryption
is provided.

2.1. Previous Work on Selective Encryption

Currently, the most popular image and video compression algorithms are JPEG and MPEG, respectively. Both of
them are based on the 8 x 8 block DCT followed by scalar quantization, run-length coding and Huffman coding. We
can almost say that MPEG video compression uses JPEG to compress its I-frames. Most existing selective encryption
schemes are aimed at either JPEG or MPEG, and can be naturally extended to the other.



Early work in the field proposed to encrypt all I-frames in the MPEG video stream.!»? It is argued that B frames
and P frames cannot be reconstructed without I frames. However, Agi and Gong® showed that significant portions
of the video are still visible under this scheme due to the unencrypted I-macroblocks in the B and P frames. These
I-macroblocks are fully decodable without any information from the I-frames. Thus, they proposed to encrypt all I-
frames and all I-macroblocks in B and P frames. The main problem with this approach is that I-frames alone already
occupy about 30% ~ 60%° or more* of the MPEG video stream. If the I-macroblocks are added, the percentage is
even higher. Consequently, the cost of selectively encrypting all I-frames and I-macroblocks is close to that of total
encryption. Moreover, identifying I-macroblocks in the MPEG stream introduces some computational overhead,?
which further decreases the gain of selective encryption.

Since both the I-frames and the I-macroblocks are entirely composed of DCT coefficients, researchers tried
encrypting only some of DCT coefficients so that computational speed could be further increased. It is a well-known
fact that in the DCT domain, most of the image energy is concentrated in the DC coefficient. In most images, the DC
coefficient alone contains more energy than all AC coefficients combined. Based on this knowledge, Tang® proposed
a system, which encrypts DC coefficients with DES and scrambles AC coefficients with block-based permutation.
However, energy concentration is often uurelated to intelligibility concentration. Figure 2(b) shows a Lena image
reconstructed after discarding all information of DC coefficients (i.e. all DC coefficients are set to 128). One can see
that the semantic content of the image is almost unaffected. Therefore, the security level of Tang’s system is reduced
to that of the block-based permutation, which is vulnerable to known-plaintext® and chosen-plaintext attack. Since
different AC coefficients possess different statistical characteristics, it was proven” that low-resolution images could
be reconstructed even by using ciphertext alone.
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Figure 2. The effect of encrypting different numbers of DCT coeflicients, where the X’ mark indicates that the
coeflicient is encrypted and image restoration is done by setting encrypted coefficients to zero.

Since encrypting only DC coefficients is not enough to destroy intelligibility, it is natural for us to examine whether
it would be helpful if a few low-frequency AC coefficients are added to the encryption list. Unfortunately, we see in
Figure 2(c) that encrypting 9 AC coefficients has very little effect on destroying image edges, and even discarding
half of the AC coefficients cannot fully destroy the image content. In fact, the Lena image reconstructed with only
one AC coefficient could reveal the outline of Lena and her hat.

Since selectively encrypting some DCT coefficients does not work, how about encrypting part of every DCT
coefficient? Shi and Bhargava® proposed to encrypt the sign bit of every DCT coefficient in JPEG compression
(and every motion vector in MPEG?). Although their experiments show that the image/video would be totally
unrecognizable after sign bits are randomly altered, we are able to recover useful image content by assigning all DC
coefficients to 128 and all AC coeflicients to positive. As shown in Figure 3 (a), most details of the Lena image are
restored. The visual quality of recovered images in this figure is enhanced by using some basic image processing
techniques such as sharpening, contrast adjusting and thresholding.






