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ABSTRACT

Two fragile speech watermarking schemesfor content integrity,
i.e. exponential-scale odd/even modulation and linear additive wa-
termarking, are proposed and compared with respect to their abil-
ity in detecting localized malicious alterations and tolerating con-
tent preserving operations. Both algorithms embed watermarks in
the DFT magnitude domain by using a simplified masking model
to achieve inaudibility. Statistical analysisis performed to identify
the detection failure rate and the false detection rate of these two
algorithms. These two schemes require no auxiliary authentication
data to perform integrity verification, and could distinguish vari-
ous content preserving operations from malicious tampering. The
exponential-scale odd/even modulation is better in detecting local-
ized content alteration while linear additive watermarking is more
tolerant to low bit-rate speech coders such as the CELP coders.

1. INTRODUCTION

The importance of tamper detection for audiovisual dataisrapidly
increasing since modern digital mediaediting and processing tech-
nologies allow high quality forgery to be created at arelatively low
cost. Traditional cryptographic integrity schemes with hash func-
tions are designed to ensure that every bit in the data stream is
unmodified. Even though it is possible to apply these schemes di-
rectly to audiovisual data by treating them as binary data streams,
it is desirable to achieve more implementational flexibility by al-
lowing content preserving operations to exist in the transmission
channel without triggering the authentication alarm. Examples
of content preserving operations include transcoding, re-sampling
and D/A-A/D conversion that are needed to transform signalsfrom
one form to another to match the requirements of a segment of the
channel. Another example is the intelligent server that automati-
cally adjusts the audio volume or filters out noise in the recording.
An authenti cation system that distinguishes content preserving
operations from malicious modifications is called the content in-
tegrity system, and fragile watermarking and feature extraction are
two major approaches studied in this field. In our previous work
[8, 7], we proposed a speech feature extraction scheme, which is
integrated with CELP speech coders to minimize the total com-
putational cost. Speech features relevant to semantic meaning are
extracted, encrypted and attached as the header information. The
system was shown to be tolerant to many kinds of content preserv-
ing operations while able to detect minor content alterations.
However, for the feature extraction system to work properly,
all agents that perform content preserving operations in the trans-
mission channel must participate in the scheme by passing feature
data along. Sometimes, it may be inconvenient or impossible to
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require such alevel of cooperation. In this paper, we investigate
fragile speech watermarking for tamper detection, which entirely
eliminates the participation of agents. A fragile watermark isa se-
cret pseudo-random sequence embedded into the host audiovisual
data. If host data are tampered, the secret sequence is also modi-
fied. Thereceiver detects the fragile watermark from received data
and compares it to the original secret sequence. Since no auxil-
iary data are needed, agents in the channel could be completely
ignorant of the authentication process.

2. PREVIOUSWORK RELATED TO FRAGILE SPEECH
WATERMARKING

We are not aware of any previous work in the literature directly
addressing speech integrity protection with fragile watermarking.
Most papers on fragile watermarking have been published in the
field of image/video authentication. Algorithms in this category
usually embed watermarks in frequency domains such asthe DCT
domain [1, 4] or thewavelet domain [3], and abrief review of these
schemes could be found in [8].

A watermarking technique called odd/even modulation is
adopted in several image tamper-proofing schemes recently [3, 2,
6]. Itisbased on uniform scalar quantization and proven to be sm-
ple yet effective for correctly detecting a watermark from a small
amount of carrying data without the need of the original data. In
section 4, we will propose a speech watermarking scheme adapted
from odd/even modulation.

3. SELECTION OF SPEECH SIGNAL DOMAINTO
EMBED FRAGILE WATERMARKS

In terms of the signal-to-noise ratio, the distortion introduced by
low bit-rate speech codecs is significantly larger than that inimage
and audio coding. Image compression algorithms usually provides
a signal-to-noise ratio as high as 30 dB or above. A wide-band
audio codec generaly aims at limiting the noise power in each
sub-band. Based on our observations, the overall SNR of an MP3
codec under abit rate of 128 kbps is in the range of 15 to 20 dB.
The model-based speech coders could generate an SNR value as
low as 1 or 2 dB, such as the case of GSM-AMR. Consequently,
a fragile watermark directly embedded in the time domain can be
greatly distorted by speech compression. This problem makes wa-
termarking in the time domain an unfavorable choice.

The SNR ratios of CEL P speech codecs in the DFT magnitude
domain are much larger than those in the time domain. Figure 1
shows the average SNR of DFT magnitude coefficients generated
by the GSM-AMR codec at a hit-rate of 5.15 kbps. As expected,
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Figure 1: The average SNR of GSM-AMR in the DFT magnitude
domain, where GSM-AMR operatesin the 5.15kbps mode, and the
DFT window sizeis 256. Note that the other half of the spectrum
is omitted due to symmetry.

the signal-to-noiseratios of afew lowest-frequency coefficientsare
very low since CELP coders perform high-pass filtering to elimi-
nate low frequency signals that do not exist in human voice. Ex-
cept these coefficients, the SNR valuesin the low frequency region
arein the range of 15 to 20 dB, and gradually decrease to zero as
the frequency increases to the maximum value. To conclude, the
lower half of the spectrum, excluding the region below 70Hz, isa
good candidate for fragile watermark embedding.

4. SPEECH WATERMARKING USING EXPONENTIAL
SCALE QUANTIZATION

In this section, we propose a fragile watermarking scheme by us-
ing modified odd/even modulation with exponential scale quanti-
zation.

In speech/audio watermarking, the amount of watermark en-
ergy allowed without introducing audible noiseis dependent on the
masking model. If the quantization step size in odd/even modula-
tion is fixed or only dependent on a secret key, the watermarking
scheme disregards the localized masking model. Some image wa-
termarking systems take this approach [2] because adaptive visual
masking customized to the local environment may not be essen-
tial in some image domains. Nevertheless, the auditory masking
model is necessary in most audio applications since the absolute
inaudibility threshold isvery low. Lu et al. [5] proposed an audio
watermarking scheme by using the FFT domain uniform quanti-
zation scheme with an adaptive quantization step size. The step
size is set to the masking threshold computed by the MPEG au-
dio psychoacoustic model. Thus, the noise energy of watermark-
ing would be no larger than that of MPEG audio compression in
each frequency range. However, if the signal go through content
preserving operations in the channel, the masking thresholds com-
puted from the received audio are almost guaranteed to be non-
identical to those cal culated based on the original audio. Given the
fact that the detection scheme of odd/even modulation isvery sen-
sitive to minor changes in the quantization step size, the detection
result will be erroneous. In fact, the scheme proposed by Lu et
al. aims at complete authentication, which does not allow content
preserving operations in the channel.

Our schemeisdesigned to utilize the frequency masking effect
and, at the same time, guarantee that watermark embedding and
detection will use the same set of quantization step sizes. In the
MPEG audio psychoacoustic model, the masking threshold of a
DFT coefficient is a weighted sum of its surrounding coefficients,
and the coefficient in question has the largest weight value. We

roughly approximate this model by using only the DFT coefficient
itself to calculate the masking threshold. In other words, the max-
imum watermark magnitude allowed to be embedded on a DFT
coefficients is directly proportional to the magnitude of the coeffi-
cient. In order to meet this constraint, the size of quantization in-
tervals should grow exponentially instead of being uniform. This
is also equivalent to performing uniform quantization on the loga-
rithm of the coefficient.

The embedding and detection functions of exponential-scale
odd/even modulation are defined as

ln(sl) + w;d;
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w; = D($;,d;) = round( ) (mod 2), 2
where the input sample s; are real numbers, the watermark signal
w; could be 0 or 1, and the quantization step sizes d; are positive
real numbers. The function round means to be rounded toward the
nearest integer. In the transmission channel, s; is changed into s;
by various noise sources.

It is worthwhile to point out that there is no potential disas-
ter of mismatching quantization step sizes because the same set of
{d;} isused in both embedding and detection. It can also be math-
ematically proved from (1) that the value s; — s; of the watermark
is proportional to the value s; of the signal. More specificaly,
|$i — si

ma.
SiX( Sq

In order for speech watermarking to be inaudible, its noise
level should not exceed that of speech coding. The typical coding
SNR values of the GSM-AMR coder in each frequency bin are
shown in Figure 1, and we will adopt this curve as the target level
of our watermarking noise. With the SNR valuesin thisfigure, the
quantization step size at each frequency is calculated as

d; = 10—SNR;C/207 4

where SNR}° denotesthetypical SNR value of GSM-AMR speech
coding at frequency f as shown in Figure 1. By using d; com-
puted from this egquation, it can be proved that the watermarking
noise will be no greater than the speech coding noise:

SNR; = 20log |—<—]| > 201log di =SNR¥, (5
f

S

Sf =S¢
where SNR; is the SNR of watermarking at frequency f, sy de-
notes the value of any DFT magnitude coefficient at frequency f,
and the inequality comes from (3). The same table of predeter-
mined d; values are used at both watermark embedding and de-
tection processes. Please note that thistableis not adaptive to each
individual speech piece and, therefore, thereisno risk of quantiza-
tion step mismatch due to content preserving processes.

Finally, since the value dy is fixed and will be eventually dis-
covered by hackers, the security of the scheme cannot rely on the
secrecy of dy. Therefore, the actual quantization step sizes used
in watermark embedding and detection should deviate alittle from
df, ie

di = {dy +r; | f = frequency of s;}, (6)

where r; is a pseudo-random sequence of real numbers generated
with the secret key.
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Figure 2: The TAF distribution of the malicious content replace-
ment in comparison with that of (a) white noise pollution, (b)
G.721 ADPCM speech coding, (c) G.723.1 speech coding, and
(d) GSM-AMR speech coding. The probability valuesin each plot
are generated from 10? trials. The horizontal and vertical axisrep-
resent the TAF value and its probability, respectively. The group
size N, isset to 1000, which corresponds to 0.5 sec of speech data
in each group.

5. LIMITATIONS OF QUANTIZATION-BASED
WATERMARKING

The proposed exponential scale quantization algorithm distinguishes
distortions due to content preserving operations and malicious con-
tent replacement by using the tamper assessment function (T'AF)
[3] defined as

Ng
TAF(w, W) = Ni > wi @i, ©
g i=1

where IV, isthe size of the group, and the output of T'AF ranges
from 0 to 1. The value zero means that w is identical to w, and
thevalue 0.5 meansthat w and w are completely uncorrelated. As
shown in Figure 2, the distribution of TAF for content replacement
is centered at 0.5, and ranges from 0.45 to 0.55 in the 10* trias
performed. It is represented by dotted curves and compared to
that of various content preserving operations. It is shown that the
TAF distributions of operations such as white noise pollution and
G.721 ADPCM coding are clearly separated from that of malicious
content replacement.

In contrast, the TAF distribution of CEL P speech coders such
as G.723.1 and GSM-AMR are not well separated from that of
malicious content alteration as shown in Figure 2(c)-(d). There-
fore, there is no suitable threshold value that could tolerate CELP
speech coding while detecting all malicious replacement acts at
the same time. For example, as shown in Figure 2 (c), in order
to limited the probability of false detection (which falsely detects
the presence of malicious alteration when the speech is only pro-
cessed with content preserving operations) for G.723.1 coding to
1072, the threshold should be set a 0.49. However, this would
make the failure rate for detecting malicious content replacements
about 38%.

The other limitation of the exponential scale quantization algo-
rithm results from the signal amplification operation in the chan-
nel. Signal amplification is a content preserving operation, but
quanti zation-based watermarking cannot be detected from ampli-
fied signals. This problem could be solved by normalizing the
power of the speech signal to a fixed value before watermark em-
bedding, and then restoring its power to the original value. At the
receiver end, watermark detection is also preceded by normalizing
the power of received speech to the same fixed value. However,
the receiver must receive alarge segment of speech before it could
normalize its power. Therefore, the content authentication process
cannot start asthefirst fraction of speech datacomesin. These two
limitations can be overcome in the additive watermarking scheme
proposed in the next section.

6. SPEECH WATERMARKING USING LINEAR
ADDITION

The simplest form of additive watermark embedding adds a water-
mark sequence with a fixed magnitude to selected samples, i.e.

$i = 8; + aw;, (8)

where the positive real number o controls the power of the water-
mark signal. In order to utilize the masking effect, most audio wa-
termarking algorithms in this category adapt the watermark signal
power to various masking models. Based on discussions in Sec-
tions 3, we choose DFT magnitude coefficients in the lower half
of the spectrum to embed the additive watermark. The first few
coefficients in the lowest frequency region are excluded because
human are insensitive to them. Based on the same masking model
used in Section 4, watermark embedding is defined as

S; = Si(l + aiwi), 9)

a; = {ay | f = frequency of s;}, (20)
SNRSC

ay =10 -20, (12)

where {w; } is a pseudo-random sequence consisting of 1 and -1,
and SNR are the same values from Section 4. With this ap-
proach, noise introduced by watermarking will have a signal-to-
noise ratio similar to that of GSM-AMR in each frequency range.

In the transmission channel, §; are changed to §; by vari-
0US noise sources, i.e. §; = ms; + n;, where n; is assumed to
be uncorrelated with s; and m represents amplification (or de-
amplification) by intelligent agents. Watermark detection is per-
formed by applying the following eguation to each group of sam-

ples
].Vg s’}-wi
correlation coefficient = EL, (22)
Os; Ow;
where o, and o.,; are the standard deviations of §; and w;, re-
spectively. The correlation coefficient could be approximated by

correlation coefficient

N
. Ei:gl(msi(lJraiwi)Jrni)wi
- (mos;)ow;

N N, N
X ey otk Y e (13
- ~ Os; 0w,
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~ i=1

Ts;0w;
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Figure 3: The distribution of correlation coefficient values with
malicious content replacement and no distortion. The probability
values in the figure are generated from 10 trials, and the group
size N, is1000. The dotted curve represents the case of malicious
content replacement.

where 39 s;w; and 3¢ m;w; are approximately zero because
w; is uncorrelated with s; and n;. Since a; and s; are al positive
numbers in our scheme, the value of Equation (13) is greater than
zero. In contrast, if no watermark is embedded in the signal, a;
is equal to zero, and thus (13) is approximately zero. Please note
that signal amplification in the channel has no effect on the value
of the correlation coefficient.

The precision of the approximation in (13) is related to the
maghnitude of N,. The effect of Zfigl s;w; is much larger than

Zfﬁl n;w; because the values of s; are relatively large. In or-
der to satisfy the design goal of individually authenticating each
0.5 sec block of speech, the number of selected coefficients (i.e.
the group size V) is equal to 1000. As shown in Figure 3, the
distributions of correlation coefficients for the cases of content re-
placement and no tampering are not clearly separated under this
group size.

If the group size is doubled to 2000, which would require a
block size of 1 second, the separation is significantly enhanced.
As shown in Figure 4(a) with 10* trials, the correlation coefficient
of content replacement is always below 0.075, and that of no tam-
pering is aways greater than 0.12. The horizontal axis and the
vertical axisin the figure represent the correlation coefficient value
and the probability, respectively. It is aso shown in Figure 4(b)-
(d) that content preserving operations such aswhite noise pollution
and G.721 speech coding do not tighten the gap between these two
distributions, but CELP coders such as GSM-AMR would €limi-
nate the gap. However, since the overlap is not serious, athreshold
could still be found to simultaneously achieve a high tamper de-
tection rate and alow false detection rate. For example, in the case
of GSM-AMR coding as shown in Figure 4 (d), setting the thresh-
old to 0.040 would yield a tamper detection rate of 95.71% and a
false detection rate of 10~*. Although 4.29% of malicious content
replacements are not detected, the hacker has no way of knowing
which ones would not be detected.

However, the block size of 1 sec is much greater then the du-
ration of atypical syllablein speech. Therefore, if the hacker only
replaces one syllable instead of the whole second, the probability
of failing to detect the alteration will be much higher than 4.29%.
Nevertheless, for acommon layman who is unaware of the details
of our agorithm, it is more likely for him/her to replace or zero
out a whole chunk of speech rather than precisely cut out sylla-
bles. Fragile speech watermarking in the DFT magnitude domain

by using linear addition provides an flexible approach to detecting
thiskind of tampering.

In summary, speech watermarking using the exponential-scale
odd/even modulation is better in detecting localized content alter-
ation, but its limitations include inability to tolerate low bit-rate
speech coders such as the CELP coders and the initial latency
needed to produce detection results. Linear additive speech wa-
termarking overcomes these two limitations, but it may not detect
malicious alterations by the hacker.

Figure 4: Thedistribution of correlation coefficient values of mali-
cious content replacement in comparison with that of (a) no distor-
tion, (b) white noise pollution, (c) G.721 ADPCM speech coding,
and (d) GSM-AMR speech coding. The probability valuesin each
plot are generated from 10* trials, and the dotted curve in each
figure is the probability of correlation coefficient under malicious
content replacement.
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