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Abstract—Two approaches for integrating encryption with
multimedia compressionsystemsare studied in this reseach, i.e.
selectve encryption and modi ed entropy coders with multiple
statistical models. First, we examine the limitations of selective
encryption using cryptanalysis, and provide examplesthat use
selective encryption successfully Two rules to determine whether
selective encryption is suitable for a compression system are
concluded.Next, we proposeanother approachthat tur ns entropy
codersinto encryption ciphers using multiple statistical models.
Two speci c encryption schemesare obtained by applying this
approach to the Huffman coder and the QM coder. It is shown
that security is achieved without sacricing the compression
performance and the computational speed. This modi ed en-
tropy coding methodology can be applied to most modem
compressedaudio/video such as MPEG audio, MPEG video and
JPEG/JPEG2000images.

Index Terms— multimedia encryption, con dentiality , G.723.1
speechcoding, CELP, Huffman coding, selective encryption, QM
coder, signal scrambling.

I. INTRODUCTION

Therapidgrowth of multimediaprocessingechnologiesand
the wide availability of network accesenablemary powerful
and creatve new applications.Digital audiovisual contents
can be created,edited, distributed, sharedand stored with
corvenienceat a low cost that has never been experienced
before. Since the emeging wired and wirelessIP networks
are open networks, they are vulnerableto eavesdropping.
Consequentlycon dentiality is especiallyimportantfor secure
mediadistributionsover IP networks. Internettelephoty, Inter-
netconferencing)nternetsecuritymonitoringand multimedia
databasesire a few examplesof promising audiovisual data
applicationsthat require con dentiality. The developmentof
fast and effective multimediaencryptiontechnologiess cru-
cial for IP-basedmultimedia applicationsto reachtheir full
potential.

Cornventionalcryptographicschemesave beenmainly de-
velopedfor protectingalphanumericlata.Althoughencrypting
the whole audiovisual data stream[1-3] with cryptographic
ciphersis one way to achievze multimediasecurity the large
size of audiovisual data requiresa considerableamount of
computationalpower with this approach.Roughly speaking,
audiovisual data usually containsa much lower information
density than text data so that encipheringschemeswith a
signi cantly lower computationatostarefeasibleanddesired.
Moreover, the encryption/decryptiorspeedis often critical to
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multimediacontentsbecauseaeal-time processings required
in someapplications.

Some may argue that today's desktopcomputersare fast
enoughto perform both multimedia compressionand total
encryptiontogetherin real-time, which meansthat the total
encryption methodis good enoughfor desktop multimedia
applications. While this may be true, there are emeging
applicationsin mobile computingand sener-end computing.
The computing speedof handhelddevices may not be fast
enough for total encryption. For senerend computing, a
sener hasto handlehundredsof processest the sametime.
Thereductionin the computationatostof eachprocessvould
allow more processe$o be executedin parallel.In fact, there
are special seners [4] designedto handle encryption and
decryptionso that the main sener could be freed from these
computationallyextensive operationsWe may eliminate the
needof a dedicatecencryptionsener usinga low compleity
audiovisual encryptionsystem.

Prior to the last decadetraditional solutionsto audiovisual
signal con dentiality were basedon scramblingtechniques,
which consistof relatively simple permutationand/or af ne
transformatioroperationsn thetime or thefrequeng domain.
As the computingpower increasesjuickly thesedays,low cost
scrambling algorithms becomevulnerableto attacks.More
recently the focus of multimediasecurity researchshifted to
integrating encryptionwith multimediacompressiorsystems.
The most popular methodis selectve encryption, where a
portion of the coefcients from either the nal results or
intermediatestepsof a compressionsystemare enciphered
with a cryptographiccipher However, selectve encryptionis
limited in its rangeof applications(seediscussionn Section
). In the rst half of this work, we examine limitations of
selectve encryptionbasedon cryptanalysisand presenttwo
rulesto determinewvhetherthis approachs suitablefor a coded
signal.

In the secondhalf of this paper we proposea novel
multimedia encryption methodologythat turns the entrogy
coderinto a cipherusingmultiple statisticalmodelsalternately
in a secretorder The encryptioncipherandthe entropy coder
do bearsomeresemblanceBoth of themturn the original data
into redundang-free bit streams,which cannotbe decoded
without certainsideinformation.For ciphers,this information
is the cipher key. For entrogy coders,this informationis the
statisticalmodel. It is interestingto explore the feasibility of
hiding the statisticalmodelinformationto completelyprevent
decodingof the compressedit stream.Simpleentrogy codecs
suchasthe Huffman andthe QM codersare very popularin
modern multimedia compressiorstandardsdue to their low



computationatost,yet they do not offer a modelspacethatis

large enoughfor security In orderto increase¢he modelspace
while maintainingthe low computationalcost, we keeptheir

basic structuresunchangedout enlage the statisticalmodels
usedfor symbol coding.

It shouldbe notedthat the encryptionalgorithmsproposed
in this paperaim at achieving con dentiality, not inhibiting
unauthorizedcontentduplication. The requirementsof these
two applicationsare different. Systemsfor inhibiting unau-
thorized contentduplication attemptto prevent unauthorized
usersand devices from getting multimedia data with usable
quality [5]. Sucha systemcouldbeconsidereduccessfulf the
attacler withoutthe correctkey couldonly gethighly degraded
contentsMost selectve encryptionalgorithmsin the literature
are adequateor this purpose.Encryptionfor con dentiality,
on the other hand, must prevent attaclers without the correct
key from obtainingany intelligible data.Sucha systemfails
if the hacler, aftera lot of work, could make out a few words
in the encryptedspeechor a vague partial image from the
encryptedvideo.

This paperis organizedasfollows. Traditional solutionsto
multimediadatacon dentiality arereviewedin Sectionll. The
limitations of selectve encryptionare examinedand rules to
determinewhetherthis approachs suitablefor a codedsignal
are proposedin Sectionlll. The methodologyof encryption
via modifying entrogy codingis discussedn SectionlV. Two
examplesaregiven.Oneis basedon multiple codingtablesfor
the Huffman coderwhile the otherusesmultiple stateindices
for the QM coder Finally, concludingremarksare provided
in SectionV.

Il. TRADITIONAL SOLUTIONS TO MULTIMEDIA DATA
CONFIDENTIALITY

Most previous work in multimediadatacon dentiality has
beentarget at the speechsignal. Early work [6] on signal
scramblingusedanalogdevices to permutethe signal in the
time domain or distort the signal in the frequengy domain
by using lter banksor frequeng inverters.Theseschemes
have high residualintelligibility [7], andarerelatively easyto
crackusingmoderncomputerg8]. As digital signalprocessing
becamepopular the focusshiftedto scramblingin the domain
of orthogonaltransforms,such as DFT [8,9], DCT [7,10],
the wavelettransform[11] andthe Hadamardransform[12].
These new transform domain scrambling techniqueshave
much lower residual intelligibility than old ones.However,
they are still much more vulnerableto cryptanalysisthan
encryption.Sincescramblingtechniquesusually involve only
permutationgnd/oraf ne transformationsthey arevery weak
to known-plaintext [7] and chosen-plaintet attacks. Some
successfuplaintext-only attackshave also beenreported[7,
13].

Furthermore,scrambling of the raw signal degradesthe
performanceof multimediacompressiorsystemswhich have
been designedbasedon the characteristicsof unscrambled
signals.While this problem could be alleviated by carefully
designingthe scramblingtechniqu€9, 14,15], deteriorationin
compressioref ciency is inevitable. Sincealmostall multime-
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Fig. 1. The diagramof the selectve encryptionscheme.

dia datais compressetheforetransmissiortoday con dential-
ity schemeshat are completelycompatiblewith multimedia
compressiorare more favorable.

I1l. SELECTIVE ENCRYPTION INTEGRATED WITH
MULTIMEDIA COMPRESSION STANDARDS

Most previouswork on integratingencryptiornwith multime-
dia compressiorstandardgo reducethe overall computation
costis focusedon image/videadatausingsomeform of selec-
tive encryption.Although selectve encryptionis conceptually
straightforvard, mary mediatypesand compressiorsystems
arenotsuitablefor this method.In this subsectionwe will rst
review cryptanalysisof selectve encryptionalgorithmsin the
literature,and presentour cryptanalysisfor the JPEG/MPEG
sign-bitencryptionschemeThen,arule-of-thumbfor avoiding
selectve encryptionis provided.

As shawn in Figurel, thebasicconceptof selectve encryp-
tion is to selectthe mostimportant coefcients from either
nal resultsor intermediatestepsof a compressionsystem,
andthenencryptthemwith corventionalcryptographiciphers
suchasAES or IDEA. The coefcients not selectedaresentto
thetransmissiorthannelor storagemedia)with no encryption
at all or only with light-weight scrambling. Since selected
coefcients are protectedby cryptographicciphers,it is prac-
tically impossible for attaclers to recoser ary information
from thesecoefcients. If no intelligible informationcould be
reconstructedrom the remaining (non-selectedoefcients,
the security level of the systemis comparableto that of
encryptingall coefcients. To beeffective, the selectedhortion
mustbe signi cantly smallerthanthe whole datastream.

A. Cryptanalysis for
Sthemes

JPEG/MPEG Selective Encryption

Most existing selectve encryptionschemesaim at either
JPEGor MPEG, and can be naturally extendedto the other
becauseboth of them are basedon the 8 8 block DCT
followed by scalarquantization run-lengthcoding and Huff-
man coding. Early work in the eld proposedto encryptall
I-framesin the MPEG video stream[16,17]. It is arguedthat
B framesand P frames cannot be reconstructedwithout |
frames.However, Agi and Gong[18] showved that signi cant
portionsof the video arestill visible underthis schemedueto
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The effect of encryptingdifferent numbersof DCT coef®cients,
where the "X' mark indicatesthat the coefdcient is encryptedand image
restorationis done by setting encryptedcoef®cients to their mean value
and performing image enhancementechniquessuch as equalizationand
thresholdingmanually For haclers who are pro®cientwith imageprocessing
tools, the imageenhancemengtepstake aroundhalf an hour for eachimage.
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the unencrypted-macroblocksin the B and P frames.These
I-macroblocksare fully decodablewithout arny information
from the I-frames.Thus,they proposedo encryptall I-frames
andall I-macroblocksin B and P frames.The main problem
with this approachis that I-frames alone already occupy

about30%  60% [18] or more [19] of the MPEG video
stream.If the l-macroblocksareadded the percentagés even
higher Consequentlythe cost of selectvely encryptingall I-

framesandI-macroblocksis closeto that of total encryption.
Moreover, identifying I-macroblocksin the MPEG stream
introducessome computationaloverhead[19], which further
decreaseshe gain of selecte encryption.

Since both I-frames and I-macroblocksare entirely com-
posedof DCT coefcients, researcherattemptedto encrypt
only someof DCT coefcients sothatthe computationaspeed
could be further increased.t is a well-known fact that, in
the DCT domain, most of the image enegy is concentrated
in the DC coefcient. In most images,the DC coefcient
alonecontainsmoreenengy thanall AC coefcients combined.
Basedon this knowledge, Tang [20] proposeda systemthat
encryptsDC coefcients with DES and scramblesAC coef-
cients with block-basedpermutation.However, the enegy
concentationis oftenunrelatedo the degreeof intelligibility .
Figure2(a) showvs a Lenaimagereconstructeéfterdiscarding
all informationof DC coefcients (i.e. all DC coefcients are
setto 128).Onecanseethatthe semanticcontentof theimage
is almost unafected. Therefore,the security level of Tang's
systemis reducedto that of the block-basedpermutation,
which is vulnerable to known-plaintext [21] and chosen-
plaintext attack. Since different AC coefcients possesdif-
ferentstatisticalcharacteristicst wasshavn in [22] thatlow-
resolutionimagescould bereconstructe@venusingciphertext
alone.

Since encryptingonly DC coefcients is not enoughto
destry intelligibility, we further examine whetherit would
be helpful if afew low-frequengy AC coefcients arealsoen-
crypted.Unfortunately we seein Figure2(b) thatencrypting9
AC coefcients hasverylittle effectin destrging imageedges,
and even discardingmore than half of the AC coefcients
cannotfully destry the imagecontent.

If selectvely encryptingsomeDCT coefcients does not
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Fig. 3. The effect of encryptingthe most signi®cantbits of every DCT

coefdcient under four cases:(a) the sign bit is encrypted;(b) two most
signi®cantbits are encrypted;(c) three most signi®cantbits are encrypted;
(d) four mostsigni®cantbits are encrypted.

work, how about encryptingsome part of every DCT coef-
cient? Shi and Bhamgava proposedto encryptthe sign bit
of every DCT coefcient in JPEG [23] and every motion
vectorin MPEG [24]. Although their experimentsshav that
the image/videowould be totally unrecognizableafter sign
bits arerandomlyaltered,we areableto recover usefulimage
contentsby assigningall DC coefcients to 128 and all AC
coefcients to positive As shavn in Figure3 (a), mostdetails
of theLenaimagearerestoredThe visualquality of recovered
imagesin this gure is enhancedy using somebasicimage
processingechniquessuch as sharpening contrastadjusting
and thresholding.For haclers who are pro cient with image
processingtools, performing image enhancementnanually
may take aroundhalf an hour for eachimage. It should be
noted that a very vagueLena contour is recognizableeven
beforethe imageenhancemertask.

Sincethe sign bit could be viewed as the most signi cant
bit of a coefcient, we experimentedwith further encrypting
the 2nd, 3rd and4th signi cant bits of every DCT coefcient.
Figures3 (b)-(d) shav that the image reconstructedvithout
the 4 mostsigni cant bits still revealssomeinformationabout
the original image.Therefore selectvely encryptingthe most
signi cant bits of every DCT coefcient is not an effective
way for image/videoencryption.

Another problem with algorithmsdiscussedabove is that
they decreaseompressioref ciency asa resultof encrypting
DCT coefcients beforerun-lengthandHuffman coding.Qiao
and Nahrstedt[19] proposedan MPEG video encryption
system,which performsencryptionafter the Huffman coding
stageso that compressiorratio is unafected. It is basedon
encryptingevery other bit (one bit in every two bits) in the
MPEG bit streamwith DES, and they provided corvincing
reasoningor the securityof this schemeHowever, sinceone
half of the bitstreamhasto be encrypted,the computation
neededs at least50% of total encryption,not including the
overheadintroducedby the selectionprocessThis methodis
only usefulin applicationswherejust a little speedimprove-
mentover total encryptionwould sufce. In orderto achiee
multifold speed-upwe may extend the conceptand encrypt
only one bit in every x bits, wherex 3. However, since
this selectionprocessgnoresthe issueof which bits aremore
important to intelligibility, it may not be a good selection
policy andits securityis questionable.
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Fig. 4. (a) Subband®f the wavelettransformof Lenaimage,and(b) a tree
of wavelet coef®cients.

B. Examplesof Effective SelectiveEncryptionSdhemes

Although selectve encryption schemesfor JPEG/MPEG
have not beenvery successfuln achiezing con dentiality, we
do see some examplesof effective selectve encryption for
other compressiorsystems.

Onesuchexampleis partial encryptionfor zerotreewavelet
image compressionproposedby Cheng and Li [25]. As
shavn in Figure 4(b), the wavelet transformfor image cre-
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Fig. 5. The blockdiagramof the CELP speechdecoder
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Fig. 6. The model of human voice generationmechanism,where the
excitation signal generatecdby the vocal cord is modeledby the pitch and
excitation decoderandthe ®ltering effect of the vocaltractis modeledby the
LSP decoderwith a linear ®lter.

pitch gain vectors,and x ed codebookgains. We choseto

atesa hierarchyof coefcients bands.Zerotreecompression encryptthe most signi cant bits of thesecoefcients, which

algorithms separatewavelet coefcients into signi cant and
insigni cant coefcients. The signi cance of a coefcient

determinesvhetherall coefcients further down the hierarchy
tree will be coded.Chengand Li proposedto encryptthe
signi cance information relatedto the two highestpyramid

levels. Hiding this information disruptsthe determinationof

the tree structureswhich is crucial to the decodingprocess.
Therefore,althoughall subbandsontainuseful visual infor-

mation as shawvn in Figure 4(a), it is extremely dif cult to

decodeary of themwithout encryptedcoefcients.

Another example is selectve encryption for the CELP
speechcoder The family of CELP speechcodecsinclude
popularstandardsuchasITU-T G.723.1TU-T G.729,GSM
AMR, andMPEG-4CELP The CELP speecttodecis model-
based.That s, its coding principle is basedon the analysis-
by-synthesismethod. The encoderincorporatesa complete
decodenit, which synthesizes sggmentof the outputsignal
accordingto given input coefcients. The encodersystemati-
cally changedhe coefcients until the differencebetweenthe
original input signal and the synthesizedutputis within an
acceptableange.The block diagramof the decoderis shavn
in Figure 5. The speechis synthesizedising a model of the
human voice generationmechanismas shavn in Figure 6.
The LSP decodercontrols a linear Iter, which modelsthe
changingshapeof the humanvocal tract. The pitch decoder
modelsthe periodic componentf the excitation with the vi-
brationfrequeng of the vocal cord,andthe excitationdecoder
approximatesthe non-periodiccomponentof the excitation
signal.

We proposeda selectve encryptionalgorithmfor G.723.1in
[26]. Our analysisand experimentalresultsindicatedthat the
speechmodelin the decodercannotfunction properlywithout
several key coefcients in the G.723.1bitstream suchasLSP
codebookindices, the lag of pitch (pitch period) predictors,

consist of one- fth to one-fourth of the whole bitstream.
Senetti and Martin [27,28] proposeda selectve encryption
systemfor G.729 by also selectingthese four coefcients
for encryption.They conductedformal listening tests,which
shavedthatthereconstructedpeechis completelyintelligible.

C. Rulesfor Avoiding SelectiveEncryption

Basedon the above arguments,we concludethat selectve
encryptionis not compatible with multimedia compression
systemspossessinghe following characteristics.

1) Basedon an orthogonaltransformfollowed by scalar
guantization

Although the signalenepy is usually concentratedo a
few coefcients after orthogonaltransformssuchis of-
tennot the casefor intelligibility . We have obsenedthat
intelligibility tendsto be scatterecamongall frequeny
componentsThis propertywasclearly explainedearlier
in encrypting DCT coefcients of JPEG/MPEGcom-
pressionWe have alsoobsenedsimilarresultsin MPEG
audiocompressionln contrastthe wavelettransformis
followed by iterative thresholdingand sortingto create
zerotreesin the zerotreewavelet image compression
scheme.Thus, hiding certain compressioncoefcients
couldinhibit the reconstructiorof zerotreesand prevent
ary subbandrom being decoded.

Containingentrogy coding at the last stage

When selectve encryptionis performedbefore the en-
tropy codingstage the compressiomperformanceof en-
tropy codingis decreasedAs aresult,someresearchers
concludedthat “there is a contradiction betweencom-
pressionand (selective)encryptiori [9]. Similar state-
mentscan be found in [14,20]. If selectve encryption
is performed after entropy coding, it is dif cult to

2)



distinguish which bits are more important as far as
intelligibility is concerned.

Popular multimedia compressionsystemssuch as JPEG
imagecompressionMPEG video compressiomndMP3 audio
compressiorhave both characteristicglescribedabove. They
are transform-basedchemedollowed by scalarquantization
and entropy coding. Thus, it is dif cult to nd an effective
selectve encryptionschemefor them. In the next section,we
presenta new methodfor integrating encryptionwith these
mediacompressiorsystemsas an effective meansto achiere
con dentiality.

IV. ENCRYPTION WITH MULTIPLE STATISTICAL MODELS
IN ENTROPY CODERS

A. Badgroundand Motivation

Since the entropy coder at the last stage of a media
compressionsystem could prohibit the successfuluse of
selectve encryption,the feasibility of integrating encryption
into entropy codingis investigatedn this section.We will rst
review previous work on integrating encryptionwith entrogy
coding,andthenproposea methodfor turning simple entrogy
codersinto encryptionciphers.

The encryptioncipherandthe entropy coderdo bearsome
resemblancen that both of them turn the original datainto
redundang-freebit streamswhich cannotbe decodedvithout
certaininformation.For encryption theinformationis the key;
for entrofy coding, the information is the statistical model
It is importantto explore whether hiding this model could
effectively prevent decodingof the compressedit stream.
Most previouswork in this areahasbeenfocusedon “adaptive
arithmetic coding using higherorder models” [29-33]. This
compressioralgorithm is the state-of-the-arsystemfor text
datacompressionlt wascorvertedinto a cipherby hiding the
initial statisticalmodel. This entrogy coderis favoredbecause
its statisticalmodelchangesonstantlyandthe modelspaces
enormous,which prohibits brute-forceexhaustve searching.
Since there is essentiallyno additional computationneeded
to achiere encryption,this schemeis fasterthan ary other
encryptionsystem.lIt is generally believed that this scheme
is very secureagainstciphertext-only and known-plaintext
attacks.Successfukhosen-plaintet attackswere discovered,
e.g. asdescribedn [29—-32]. Thereseemgo be no corvincing
remediesfor theseattacksyet [32]. However, in applications
wherethe chosen-plaintet attackis not a threat,this schemeas
very efcient in performingtext compressiorand encryption
at the sametime. The fact that an adaptve arithmetic coder
with higherorder models adjustsits complicatedstatistical
model after coding eachsymbol makesit a very slow coder
Consequentlyit is not suitablefor compressingarge-sized
audiovisual data.

The Huffman coder and the QM coder are the two most
popular entroy codersin multimedia compressiorsystems,
and both have very simple statisticalmodels. The statistical
modelof the Huffman coderis oftena x ed-sizenon-adaptre
binary tree. Gillman et al. [34] shoved that decodinga Huff-
man codedbitstreamwithout ary knowledgeof the Huffman
codingtablewould betremendouslyif cult. Thisimpliesthat

anencryptionsystemhatuseshe Huffmancodingtableasthe
key shouldbeimmuneto ciphertet-only attacks giventhatthe
tableis not too small. However, it is obvious that this system
is totally vulnerableto known-plaintext and chosen-plainbet
attacks.Given a piece of the original dataand its Huffman
codeddata,an attacler could determinemary entriesof the
Huffman table by comparingthe two datastreamsWhenthe
lengthof the original datais long enoughthe whole Huffman
tablecouldberesohed. Furthermoreijn practicalapplications,
thenumberof possibleHuffman codingtablesis oftenlimited,
and thus the key spaceis reduced.Shi and Bhagava [23]
exploredthe possibility of encryptingMPEG video by hiding
the Huffman codingtable. To avoid affecting the compression
ratio, not every differentversionof the Huffman codingtable
could be used.Consequentlyeven ciphertet-only attack by
brute-forcemay be possible.lt was concludedin [23] that
hiding the Huffman tableis not anideal approachfor MPEG
video encryption.

The QM coderis anextremelysimpli ed caseof anadaptve
arithmetic coder with higherorder models. Its initial state
consistsof only 3 integer numbers(A, C and Q.(S)) [35].
Hiding theseintegersprovides no securitysinceit is easyto
try all possiblevaluesof theseintegers.

In orderto overcomethe problemof a limited key/model
spacein a simple entroy coder we proposeto use m
statisticalmodelsinsteadof only one.The m modelsareused
alternatelyto encodethe input symbol stream.When these
modelsare swappedin a x ed and known fashion,the size
of the overall model spaceonly increasedinearly with m.
However, if the modelsalternatein a hiddenorder, the size
of the key spaceincreasesvith m", wheren is the length of
the hiddenalternatingsequenceThe parametem shouldbe
kept small sinceit is linearly relatedto the memoryrequired
to storethesestatisticalmodels.Settingm to 8 andn to 128
generallyproducesa large enoughkey spacefor security

In the next two subsectionstwo encryptionschemesare
presentedas examplesto demonstratéhow the multiple sta-
tistical modelmethodologyworks. Oneexampleis encryption
by usingmultiple Huffman codingtables,andthe otheris en-
cryptionby usingmultiple indicesin the QM-coderestimation
statemachine.

B. Secue Huffman Coderwith Multiple Coding Tables

Huffman coding with a prede ned x ed Huffman table is
usedin mostmodernmultimediacompressiorsystemsinclud-
ing MPEG video, MPEG audioand JPEGimagecompression.
Sincethe codingof eachsymbolis only a simpletablelookup
processit is thefastestompressiorlgorithm.In this section,
we rst presentandanalyzethe basicalgorithmof the multiple
Huffman tables scheme(hereafterthe MHT scheme).Then,
two ways of enhancingthe security of the MHT-encryption
schemeare described.

1) BasicAlgorithm: Theinputdatastreamis encodedising
multiple Huffman coding tables.The contentof thesetables
and the order that they are usedare kept secretas the key

1The conceptof the MHT schemewas introducedin our previous work
[26,36].



Fig. 7. lllustration of the Huffman tree mutationprocess.

for decryption. The basic algorithm can be describedin the
following 3 steps.

1) Choosem different Huffman coding tables. They are
numberedrom O to (m 1).

2) Generatea randomvector P = (po;::;pn 1), Where
eachp; is a k-bit integer varying from 0 to (m 1),
andk equalsto dog,me.

3) Fortheiy, symbolin the original datastream,usetable
Pi(mod ny to encodeit.

It is importantto generatehe Huffman coding tablessuch
that the compressiorratio will not be affected. One way to
achieve this goal is to generateeach Huffman table from a
differentsetof trainingimages(or audiopieces) Althoughthe
resultingHuffman tablesare differentfrom eachother, every
Huffmantableis equally“good” aslong aseachtraining setis
abalancedepresentatioof all images(or audiopieces)in the
world. If two Huffman tableshappento be identical, we can
simply pick up one of them. With this approachthousands
of differentHuffman tablescanbe obtained.In Step1 of the
algorithm,we may randomlychoosem tablesfrom the space
of all availabletablesandsendthe indicesasthe key. If there
is a total of 2Vt publishedHuffman codingtables,eachindex
would be N¢-bit long.

In the proposedsystem,we adopt an easier method to
generateHuffman codingtables.Insteadof training thousands
of Huffman coding tables, we only train and obtained 4
different Huffman tables.Then, thousandsf differenttables
canbederivedusingatechniquecalledHuffmantreemutation.
As shawn in Figure7 (a), a standardHuffman tree hasevery
left-hand-sidebranch labeled 0" and every right-hand-side
branchlabeled'1'. If we permutethelabel-pairsasindicatedin
Figure 7, we will geta new Huffmantreeasshown in Figure
7 (b). We call it the Huffman tree mutation process.Please
note that eachlabel-pairis attachedto oneinner node.For a
Huffman table with t entries,its Huffman tree would have t
leavesand(t 1) innernodesandlabel-pairswhich provides
us the opportunityto make (t 1) decisionsaboutwhether
to permuteeachlabel-pair Therefore 2! ! Huffmantreescan
be derived. In orderto producea nev Huffmantree,we rst
randomlygeneratea (t 1) bit integer, thenpermutethe label-
pairs in the standardHuffman tree if the correspondingbit
in the integer is zero. It should be noted that Huffman tree
mutationhasabsolutelyno in uence on the coding ef ciency
in referenceto the original Huffman tree.

The MHT algorithm can be illustrated with the following
example. We choosethe Huffman coder for JPEG DC co-
efcients becausdt hasthe right size for the demonstration
purpose.Figure 8(a) shavs the original Huffman tree used
in encodingJPEGDC coefcients. WhenJPEGstandardvas
made,this tree was createdusing the statisticscollectedfrom
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Fig. 8. The original Huffman coding tree for JPEGDC coefdcient coding
is given in (a) while three Huffman treestrained from threeimage setsare
shavn in (b), (c) and (d).

@

Image | Total size (bits) of Total size of encoded| Percentage
encodedDC coefs. DC coefs. with of size
name with standardHuffman | the MHT algorithm increase
bike 248619 262062 5.41
cats 242811 238112 -1.94
chart 176158 183949 4.42
cmpndl| 15233 15451 1.43
cmpnd2 | 1526488 1598080 4.69
gold 19640 21147 7.67
hotel 19949 21727 8.91
mat 74819 73108 -2.29
seismic | 11544 10942 -5.22
tools 86864 92396 6.37
water 118464 103983 -12.22
woman | 233316 234119 0.34

TABLE |
COMPRESSION PERFORMANCE COMPARISON BETWEEN THE STANDARD
HUFFMAN CODING AND THE PROPOSED MHT-SCHEME.

a setof imageswhich is assumedo properlyrepresentll of
the imagesthat the JPEG systemwill encode.Figure 8(b)
(d) are three other Huffman treesthat we trained with three
independentmage sets.The four Huffman treesin Figure 8
are usedas basictreesto derive othersthroughHuffman tree
mutation.Sinceeachof thesebasictreescan be mutatedinto
213 1 different Huffman trees, the total numberof possible
treesis 4 213 1= 21 je N, is equalto 14. Next, m of
thesepossibleHuffman treesare actually generatecand used
in the MHT algorithmasdescribedabore. As shavn in Table
I, several imagesfrom the JPEG2000evaluationimage set
are usedto comparethe compressiorperformanceof MHT
with that of the original Huffman tree. For someimages,the
original Huffmantreeprovidesa smallercompressedatasize.
However, for someothers,the MHT algorithmis better The
overall compressiornperformanceof MHT is approximately
the sameasthat of the original Huffman coding.

It is possibleto replacethe original Huffman tree in the
standardwith other trees and sometimesachieze a smaller
compressedatasizebecauséHuffmancodingwith x edand
predeterminedable” is inherentlysuboptimalin compression
performanceThe predeterminedable is not tailored to the
statisticsof eachimagebeingcompressed.

Table Il shavs the codevord lengthsof eachsymbol en-
coded with four basic Huffman trees. The Huffman trees
mutatedfrom a basic tree would have the same codevord
lengths as that basic tree. For example,the rst column of
Table Il desribesthe codevord lengthsof arny Huffman tree



Symbol | Codevord | Codevord | Codevord | Codevord | No. of Cipher | Key-setupCost EncryptionCost
lengthof | lengthof | lengthof | lengthof | different || Type (CPU instructions)| (CPU instructions/bit)
name Tree(a) Tree (b) Tree(c) Tree(d) lengths MARS 9416 25
0 2 2 2 1 2 RC6 10372 22
1 3 2 2 3 2 Rijndael | 35484 20
2 3 2 3 4 3 Serpent | 26308 28
3 3 3 3 4 2 Two®sh | 37692 20
4 3 4 3 3 2
5 3 5 7 7 3 TABLE Il
6 4 6 5 5 3 THE COMPUTATIONAL COSTS OF AES FINALISTSON A PENTIUM-MMX
7 5 7 6 6 3 MACHINE. THE FIGURES IN THIS TABLE ARE TRANSLATED FROM [37]BY
g g g ; ; 3 SSUMING 2 CPU INSTRUCTIONSARE EXECUTED IN EVERY CLOCK
10 ) 10 5 9 3 CYCLE IN A PENTIUM-MMX CPU.
11 9 11 10 10 3
error 9 11 10 10 3 INDEX
Base address E'"Cremem
TABLE 1l cyclic queue
THE TOTAL NUMBER OF DIFFERENT CODEWORD LENGTHS FOR EACH i -
Symbol | Huffman | | Symbol | Huffman
SYMBOL WHEN THE FOUR HUFFMAN TREES IN FIGURE 8 ARE USED code | | code
Base | - ~---1 Base
00 000 L¥00 000
TOGETHER. M 001 o1 oon i ddress|Tiog
shift| [10 01 10 01 anift| 140
1 1 11 1 1
. @ (b)
mutatedfrom Tree(a).As shovn in Tablell, whenall Huffman
treesare usedalternately usually there would be morethan Fig. 9. (a) The normal Huffman coderaddsthe shift amountto the base

onepossiblecodavord lengthfor eachsymbol.For anattacler
who doesnot know the orderin which thesetreesareapplied,
synchronizingoetweernthe symbolstreamandthe encodedit
streamwould be extremely dif cult.

2) ComputationalCost: The evaluation of the computa-
tional speedof ciphers usually consistsof the analysis of
the key-setup cost, the encryption cost and the decryption
cost[37]. The encryptionandthe decryptioncostsare usually
similar, andthey are more importantthan the key-setupcost
becauseone single key-setupcan often be followed by thou-
sandsof encryption/decryptioroperations.In the following,
we analyzethesecostsof our MHT-encryptionschemeand
comparethemwith thoseof modernciphers.

1. Key-setupcost

The key-setup processincludes all the computationand
memoryallocationoperationgrior to actualencryptionof the
rst bit in the plaintext. The computationatostof MHT key-
setupis dominatedby the constructionof multiple Huffman
tables.Under a rough estimationof 20 operationsper table
entry, the total costwouldbe20 t m, wheret andm are
the table size and the numberof selectedtables,respectiely.
For the exampleof JPEGDC coefcient encryptionasshavn
in the previous subsectionthe key-setupcostwould be around
2000 operations(t = 13 and m = 8). Comparedwith
the cipherslisted in Table lll, the key-setup cost of MHT-
encryptionis much smaller
2. Encryption/decryptiorcost

The net computationalcost of the basic MHT-encryption
schemeis less than one CPU operation per encryptedbit
as explained belov. When a symbol is to be encodedwith
a normal Huffman coder the shift amountis addedto the
baseaddressf the tableto obtainthe addresof the desired
Huffmancode.This processs illustratedin Figure9 (a).In the
basicMHT systemwe storethe baseaddressesf thetablesin
acyclic queueaccordingto the orderthatthey areused.When

addresof the table to obtainthe addressof the desiredHuffman code,and
(b) the proposedalgorithm loadsthe baseaddressesf Huffman tablesfrom
a cyclic queue,andthe index to the queueshouldbe increasedoy one after
coding of eachsymbol.

a symbolis to be encoded/encryptedhe baseaddresds rst
loadedfrom the memory andthenthe shift-amounis addedto
it. Afterwards,the index to the cyclic queueof baseaddresses
shouldbe increasedby one. Then, the index shouldbe com-
paredwith the end of the queuein orderto decidewhether
it should be resetto the beginning of the queue.Therefore,
the computationaldifferencebetweenour cipher/encodeand
a normal Huffman coderis one memory-load,one addition
and one comparisonoperationfor eachsymbolencodedThe
encodingprocessof the proposedcipher/encodeis shovn in
Figure 9 (b). Sinceeachsymbolin the original datausually
corresponds$o morethan 3 bits in the Huffman bitstream the
net encryptioncost of our algorithm is less than one CPU
operationper encryptedbit, which is around20 timessmaller
thanthe well-known AES nalists listedin Tablelll.

Recently a new cryptographiccipher namedCOS [38,39]
with a very fastspeeds gainingpopularity It is around4 5
timesfasterthan AES. Comparedo COS,the encryptioncost
of MHT is still severaltimessmaller

3) Cryptanalysis: Attack modelsare usually classi ed into
three catgyories. In eachmodel, every detail of the encryp-
tion/decryptionalgorithmis assumedo be known to cryptan-
alysts.The securitydependssolely on the hiddenkey.
1. Ciphertext-only attadk

This is the least favorable situation for a cryptanalyst,
where he only hasthe ciphertet to work with. Without ary
knowledge of the plaintext, a cryptanalystusually analyzes
the ciphertext by searchingfor statisticalsimilarities between
different piecesof ciphertext or somesequenceshat happen
more than others.If the ciphertet is purely randomwithout



statisticalirregularities,he would have to resortto the brute-
force exhaustie key searchattack.\We examinethe pseudo-
randomnes®f the ciphertext of the MHT-encryptionscheme
usingthe run length criterion proposedby Golomb [40]

R()=2'r; 1)

wherer standsfor the total numberof runsin the sequence,
andR(l) is the numberof runsof lengthl. A run is de ned
asa seriesof identicalsymbols(all zerosor all ones)which is
precededindfollowed by the othersymbol.A pseudo-random
sequencehouldbe composedf runs whosestatisticsfollow
(1), i.e. the probability for a run to have lengthl is equalto
2 . Figure 10 shows the probability valuesof differentrun
lengthsin 3 ciphertet pieces,which are the encryptedDCT
DC coefcients of 3 imagesfrom the JPEG2000evaluation
imageset. The solid line representshe statisticsof a perfectly
randomsequencdi.e. the formulain Equationl). The prob-
ability valuesof the ciphertext underMHT-encryption,which
are shawvn as circle marks, are very close to the ideal line
in all testimages.In contrast,the resultsof Huffman coding
usingonly onecodingtable,asshavn with crossmarks,often
deviate from the ideal line.

The strengthof resistingexhaustive key searchattackrelies
on a large key space As explainedearlier a Huffman coding
tablewith t entriescouldbe mutatedinto 2! * differenttables.
Thereforethe 4 Huffmantablesthataretrainedcould produce
4 2 1 Huffman codingtables,from which m arechosenin
the rst stepof our algorithm. The numberof differentways
to male this choiceis C4 2 . Sincethe size of vector P
is equalto n, therewould be m" differentordersto usethe
Huffman codingtables.As a result, the size of the key space
is

1

size(keyspace = C* 2 m":

)

A practicalHuffman codingtable usuallyhasmorethan10
entries,which could mutateinto atleast22° differentHuffman
trees.Whenm is setto 8 andn is setto 128, the resulting
size of key spacewould at leastbe

sizeof the keyspace= C{ 2 g128 = 2464:69

®3)

It is practicallyimpossibleto perform brute-forcesearchin a
key-spaceof this size.
2. Known-plaintext attadk

In this attackmodel,the cryptanalysthasa string of symbols
in the original dataand the correspondingehcoded/encrypted
bitstream. The original data could be obtained by inside-
informationor evenby guessinglt is sometimesasyto make
a correctguess For example,mosthomevideo startswith the
standardcopyright warning screen.

Their goal is to nd out which Huffman tableswe have
chosenand in what order they are used. First, they have
to decide which bits in the bitstream correspondto which
symbolsin the original data. Since a symbol encodedwith
different Huffman tables would produce codevords with
slightly different lengths, synchronizationbetweenplaintext
and ciphertext is extremely dif cult. For example, if each
symbol hasat leasttwo possibleHuffman codevord lengths,
there would be more than 2\ possibleways to synchronize

10
102
103
10
10°
123456789 101112131415
Run Length
(a)
1
107
102
10°
10
10°
12345678 9101112131415 16 1718
Run Length
(b)
1
107
10°
10°
10*
1 2 3 45 6 7 8 9 1011 12 13 14 15
Run Length
(c)

Fig. 10. The probability of differentrun lengthsin the ciphertet of DCT

DC coefdcientsof the (a) AERIAL2, (b) CMPND2 and(c) WOMAN image
in the JPEG200@valuationimageset.The circle mark standgfor the resultof

MHT-encryption,andthe crossmark representshe resultof Huffman coding

with a single codingtree.

N symbolswith the encoded/encryptelitstream Evenin the
casewhere each Huffman table has only aboutten entries,
at leasta few hundredsymbolsneedto be synchronizedn
order to reconstructthese Huffman tables and the ordering
sequencelt is practicallyimpossibleto exhaustvely try each
synchronizatiorpattern.

In the casewherethe cryptanalystsomehav found out the
total numberof bits in the ciphertext that correspondgo the
N symbols,the possiblenumberof synchronizatiorpatterns
would decreasdecauseaot all codevord lengthcombinations
would resultin the correctciphertet length.In the following,
we examinehow mary differentways of synchronizatiorare
left in this situation.



Let us assumethat eachsymbols; hastwo possibleHuff-
mancodeavord qul%ths,li andl; + 1, andN symbolsareknown
to mapto (L + ;Z; I;) bitsin the ciphertext, wherelL is in
the rangefrom 0 to N. Then,L of the N symbolswill map
to their longercodevord length,andthe restwill mapto their
shortercodevord length. Thus,the numberof possiblewaysof
synchronizations CN , which could be quite smallwhenL or
N is closeto zero.However, the probability for this to happen
is very small becauseat would requirethatall N symbolsbe
simultaneouslymappedto their shorter(or longer) length. In
most cases,L will be closeto N=2, thereforemaking C
a very big number For example,if N equals100 andL is

N=2 ,CN couldbe:
Cl0 = 2935 when =0
Cloo = 29347 when = 10 @)
cloo = 27768 when = 25

The probability for  to be largerthan25 is lessthan2 2232,
which is small enoughto ignore. Therefore the total number
of synchronizationpatternsin this example decreasegrom
2100 to 277:68 in the worst case.The searchspaceis reduced
but still large enoughto prevent exhaustve trial attack.

3. Chosen-plaintet attadk

This situationis the mostfavorableto cryptanalystsThey
could choosethe plaintext and obtain the correspondingci-
phertext. The goal is to obtain the secretkey in order to
decryptthe ciphertext to be encounteredn the future. Our
algorithmasdescribedabore is vulnerableto chosen-plaintet
attack,especiallywhenthe attacler hastheability to insertone
single symbolinto the cipher and obsene the corresponding
output codevord. In this case,the attacler would have no
synchronizationproblem at all. He could accumulatethe
symbol-codevord pairs and reconstructthe Huffman tables
pieceby piece.

In order to make synchronizationmore dif cult, the pro-
posedcipher should receve symbolsas a whole chunk and
output the correspondingcodavords all together The chunk
sizeshouldbe relatively prime to the size of vectorP. To in-
creasesecurity thechunksizeshouldbe asbig aspossible put
this will increasethe codingdelay In the analysisof chosen-
plaintext attacks,the attacler is usually assumedo have the
power to resetthe cipherasmary timesaswanted.With this
ability, the attacler could perform differential analysis.For
example, the MHT algorithm for JPEG DC coefcients as
shawvn in Figure8 andTablell could be usedto illustratethis
processThe attacler could encryptthe following two symbol
chunks:

(0;0;0; ;0) and (1;0;0; ;0):

Thesetwo symbol chunksonly differ by one symbol. The
cipheris resetbeforeencryptingeachchunk,andthe encoded
bitstreamsizesare recordedas x andy, respectiely. If y =

x+ 1, by examiningthe rst two rows of Tablell, the attacler
would know that a tree mutatedfrom Tree(a)mustbe the one
usedto encodethe rst symbol after the cipheris reset,and
thereforethe rst symbol correpondgo 2 bits of datain the
ciphertext. Similarly, if y = x + 2, the attacler would know
thatthe rst symbolis encodednto 3 bits of outputdata.The

attacler could repeatthis processfor eachsymbol and each
positionin orderto get synchronizatiorbetweenthe plaintext
andthe ciphtertext.

The securityanalysisof the basicMHT-encryptionscheme
can be summarizechs follows.

The proposedschemeis resistantto ciphertext-only ex-

haustve key searchattackdueto a very large key space.
Its resistanceo known-plaintext attacksis basedon the
principle that synchronizatiorbetweenthe plaintext and
the ciphertet is extremely dif cult to the attacler.

The basic MHT-encryption schemeis vulnerable to

chosen-plaintet attack if the attacler could resetthe
ciphermary times, encrypta large amountof chunksof

chosen-plaintet and comparethe resultingciphertext.

4) SecurityfEnhancementBasedon the cryptanalysigiven
above, we presenttwo methodsto enhancethe security of
the basicMHT schemeagainstknown-plaintext and chosen-
plaintext attacks.It is setasour designgoal that the compu-
tational costof the enhancemenportion shouldbe lower than
that of the basicMHT-encryptionalgorithm.

1. Selectiverandombit insertionin the encryptedbitstream.

As describedearlier MHT-encryption is secure against
known-plaintext attack since it is dif cult for the attacler
to synchronizethe plaintext with the ciphertext. In orderto
furtherincreaseahe dif culty associateavith synchronization,
randombits can be insertedinto the encryptedbitstreamac-
cordingto asecretkey. Theinsertionalgorithmis implemented
asfollows.

1) Generatea randomvector Q = (go;:::;0h 1), Where
eachq is a 1-bit integer.

2) PerformfunctionF; onthe(w
bitstream,F; (B) =

i)t bitin theencrypted

do nothing; when g mod ny = O:
add onerandom bit after B; when ¢mod n) = (%)
wherew is a constantandi 2 N.

This insertion method slightly increasesthe size of the
ciphertext. The value of w should be larger than 50 so
that the ciphertext size-increasavould be lessthan 1%. The
computationatostof this methodis low becauseit-insertion
is only performedoncein every w bits.

2. Divide the plaintext into sgmentsand usea different key
for eadh sggment

The streamcipher is integratedinto our systemusing this
method.A standardstreamcipherusesa keystreamgenerator
to producea pseudo-randonbinary sequencavhich hasthe
samelength as the plaintext. The ciphertext is generatechy
performing bit-wise XOR operationbetweenthe keystream
and the plaintext. In orderto ensuresecurity it is important
that the samekeystreamis never usedmore than once [41].
The main computationaload of streamciphersis locatedin
thekeystreamgeneratarlt is very popularto useblock ciphers
suchasAES to implementthe keystreamgeneratarTherefore,
the computationaktostof streamciphersis approximatelythe
sameasthat of block ciphers.

In order to greatly reducethe computationneededin the
keystreamgeneratorwe divide the keystreamandthe plaintext
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Fig. 11. (a) The structureof a standardstreamcipherand (b) an encryption
systemcombininga streamcipherwith the MHT-encryptionalgorithm.

into segmentsof sizesof x bits andy bits, respectrely. Instead
of letting x equalto y asin normalstreamciphers,we makey

atleast50 timeslargerthanx. As shaovn in Figure11(b),each
segmentof plaintext is enciphereduisingMHT-encryption,and
the correspondingsggment in the keystreamis used as the
segmentkey.

This schemeis mainly designedto solve the chosen-
plaintext attackproblemin MHT-encryption As describectar
lier, the attacler could gure out the key for MHT-encryption
by feedingmary differentchunksof attaclerselecteddatato
the MHT-cipher However, underthis enhancedchemewhen
enoughplaintext is usedto solve the segmentkey, the segment
hasendedand different segmentkeys are usedin subsequent
segmentsThereforethe segmentkeys obtainedby theattacler
cannotbe usedto decryptthe ciphertet to be encounteredn
the future.

Becausex bits of the keystreamis usedto encrypty bits
of the plaintext, the computationalcost of this enhancement
methodis

X

Cenn = C —; 6
en Str y ()

whereCg, isthecomputationatostof atypical streanciphet
In orderto make Cenny lower thanthe costof the basicMHT-
encryptionschemewhich is aboutone CPU operationper bit
encryptedthe sggmentsizey shouldbe determinedas

x = mN; + ndogme
) Cenh = Cstr 2= Cstr
) y>Csq (mN;+ ndogme)

mN {+ ndlogame <1

()

C. Secue QM Coderwith Multiple Statelndices

The QM coderis an adaptve arithmeticcoderthatencodes
binary symbol streamsusing a very low cost probability
estimationscheme Unlike Huffman coding with a x ed and
prede ned Huffman tree, the QM coderdynamically adjusts
the underlying statistical model to a sequenceof receved
binary symbols.The probability of binary symbolsis updated
via tablelook-up so that the costis very low. The QM coder
is usedin compressiorsystemssuchas JPEGand JPEG2000.
In this section,we proposea methodto add the encryption
capabilityto the QM coderwithout affecting its compression
performanceor computationakostmuch.

In the original probability estimationmachineof the QM
coder the stateindex is initialized to 0, which meanssymbols
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0" and "1' are equally probable.Since there are only 113
possiblevaluesfor this index, initializing it to a secretvalue
provides no security Therefore,we employ 4 indices,which
are set to hidden initial values and used alternatelyin a
secretorder to encodethe input bitstream.The method for
implementing encryption with multiple state indices (MSI)
in the QM coderis called the MSI-coder It consistsof the
following steps.

1) Generatea randomkey K = f(sp;S1;52;S3), (Po; i
Pn 1), (0o;::;00 1)0, Wheres; is a 4-bit integer and
pi ando are2-bit integers.

Initialize the four state indices (lo;l1;12;13) to
(So; S1;S2; S3).

To encodeheiy, bit in theinput bitstreamwe useindex
to determinethe probability estimationQe.
Pi(mos ny IS Calledthe activeindex.

If the stateupdatds requiredafterencodinghei bitin
the input stream,all stateindicesexceptfor lo; o4 1y
are updated.

Step4 in the above procedurds employed to prevent four
indices from synchronizinginto the same values. Without
step4, if I; andl; happento be equal at sometime, they
will always remain equal after that point. If this happens,
the numberof different stateindices would be reduced,and
the security of the schemeis compromisedIn the extreme
casewhere a very long run of 0's or 1's is insertedto the
coder all four stateindiceswould becomethe same(equalto
112) andthe MSI-coderis reducedto an ordinary QM coder
This“ ooding attack”is alsomentionedn previouswork [30,
33] of integrating encryptionwith adaptie arithmeticcoding
with higherorder modelsas an effective attackmethod.The
inclusion of Step 4 ensuresthat state indices will become
differentevenif they arethe sameat sometime point.

The computationalcostin the algorithm for encryptionis
mainly contributed by Steps3 and 4 . Changingthe active
index in Step3 costsabout2 CPU cycles. In Step4, three
indicesareupdatedwhile the standardQM coderonly requires
one update.The two additional updatescost about2 CPU
cycles eachso that the total computationalcost is around6
CPU cyclesperbit encrypted Anotherimportantissueis how
the compressioperformancas effectedby the MSI-coder As
shown in TablelV, the encodeddatasize of the MSI-coderis
only 0:82% 4:16% larger thanthe original QM coder

Finally, the security of MSI-coder can also be enhanced
usingthe samemethodsadoptedto enhanceMHT-encryption
in Section IV-B.4. The increasein the computationalcost
causedby theseenhancementethodsis small.

2)

3)

Ip(i(mod ny)

4)

V. CONCLUSION

Two approaches$or integratingencryptionwith multimedia
compressiorat a low computationalcost were proposedin
this paper First, we discussedhe bene ts and limitations of
selectve encryption,and presentedwo examplesof effective
selectve encryptionschemesWe alsoconductedtryptanalysis
for the JIPEG/MPEGsign-bit encryptionschemeand derived
two rules for judging whether a multimedia compression
systemis suitable for selectve encryptionor not. Second,



COMPARISON OF THE COMPRESSION PERFORMANCE BETWEEN STANDARD

QM CODING AND THE PROPOSED M SI-SCHEME

for multimedia compressiorschemeghat adopt the entrogy
coding at the nal stage,we proposeda novel framework
for fastencryptionby modifying the entropy coder Multiple
statistical modelswere used alternatelyin a secretorder to
encodethe input symbol stream. Two specic encryption
methodaveregiven.Oneis basedn multiple Huffmancoding
tablesto implementa secureHuffman coderwhile the other
adoptsmultiple stateindicesto realizethe secureQM coder
Two waysof securityenhancemenverediscussedandit was
shavn that security could be achieved without sacri cing the
compressiorperformanceor the processingspeed.
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